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Abstract

The present study was designed with the aim of explaining the capabilities of artificial intelligence in open source supply chain
risk management within the framework of smart governance. The present study was a qualitative research that was
implemented in the field. The qualitative method used in the present study was of the grounded theory type. The participants in
the present study included experts aware of the research topic. The participants in this study were sampled using purposive
sampling and with a homogeneous sampling approach while observing maximum diversity. This issue was shaped until
theoretical saturation was reached. Finally, 13 interviews were conducted in this regard. These individuals included experts
who were fully aware of the subject of the present study. In other words, they had valuable background in this regard from a
scientific and practical perspective. The data collection tool in the present study was a semi-structured interview. According to
the results of this study, it was determined that the capabilities of artificial intelligence in open source supply chain risk
management within the framework of smart governance include proactive prediction and identification of risks, intelligent
analysis of data and structural risks, improved decision-making and risk response management, intelligent continuous
monitoring, control and surveillance, and automation and increased efficiency of risk management.
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Explaining the Capabilities of Artificial Intelligence in Open Source Supply Chain Risk «

Management within the Framework of Smart Governance

Extended Abstract

Introduction

In recent years, the development of new information and communication technologies, especially artificial intelligence, big
data, and the Internet of Things, has created extensive changes in management, decision-making, and governance practices.
These developments have led to the formation of the concept of “smart governance,” which, as one of the fundamental pillars
of smart cities, emphasizes the use of advanced technologies to improve the quality of decision-making, increase transparency,
improve accountability, and improve the efficiency of management processes. By providing technological and information
infrastructure, smart governance enables the collection, analysis, and effective use of data and helps organizations and
management institutions make more accurate, faster, and evidence-based decisions. Accordingly, the present study aims to
explain the capabilities of artificial intelligence in open source supply chain risk management within the framework of smart
governance. The results of this research can help to better understand the role of artificial intelligence in improving risk
management processes, provide the necessary basis for the development of intelligent approaches in open source supply chain
management, and help to improve the efficiency, transparency, and resilience of open source-based systems within the
framework of smart governance. Also, the findings of this research can be useful for managers, policymakers, and stakeholders
in the field of smart governance to make more effective decisions and reduce risks associated with open source supply chains.
Methodology

The present study was a qualitative research conducted in the field. The qualitative method used in the present study was
Glaser's grounded theory. The statistical population of the qualitative part of this study includes elites and experts
knowledgeable in the field of open source supply chain in the information technology and software industry. The
multidimensional and complex nature of the research topic—especially the link between open source supply chain, risk
management, and artificial intelligence applications—requires that information be collected from individuals who have
specialized knowledge, practical experience, and deep understanding of technological and security trends in this field.
Accordingly, at this stage of the study, the statistical population does not include the general public, but includes experts.
Findings

According to the results of this study, it was determined that the capabilities of artificial intelligence in open source supply
chain risk management within the framework of smart governance include proactive prediction and identification of risks,
intelligent analysis of data and structural risks, improved decision-making and risk response management, intelligent
continuous monitoring, control, and automation, and increased efficiency of risk management.

Discussion and Conclusion

According to the results, it was determined that the capabilities of artificial intelligence in risk management in the open source
supply chain include proactive risk prediction and identification, intelligent data analysis and structural risk, improved
decision-making and risk response management, intelligent continuous monitoring, control and monitoring, and automation
and increasing the efficiency of risk management. According to the results of the content analysis of interviews with experts
and specialists in the field of information technology and supply chain management, it was determined that the capabilities of
artificial intelligence can be used in five main and key areas for risk management in the open source supply chain: proactive

risk prediction and identification, intelligent data analysis and structural risk, improved decision-making and risk response
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management, intelligent continuous monitoring, control and monitoring, and automation and increasing the efficiency of risk
»management. This categorization shows that artificial intelligence is not a single-function tool, but a comprehensive enabling

platform that can transform the entire risk management cycle—from identification to response and monitoring. In fact, this

technology provides an appropriate response to the dynamic, complex, and data-driven nature of risks in open source

environments by adding a layer of intelligence, predictability, and speed to traditional processes.
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